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w Dot 1xProfile User Manual

Dot1xProfile User manual

Dot1xProfile is a small utility to generate 802.1x network authentication profiles. Dot1xProfile can quickly create 802.1x profiles
without using MDM (Mobile Device Management) tools such as Apple Configurator or OSX Server. Dot1xProfile does not replace

these tools but can be helpful in test environments and when you need to quickly set up access to a network with 802.1x
authentication.

Profiles can be exported in mobileconfig files and later installed on OSX or iOS devices or can be installed directly on the local
computer.

Dot1xProfile supports major authentication methods used in wired and wireless networks. The EAP (Extensible Authentication
Protocol) methods implemented are TLS, TTLS and PEAP.
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g Using Dot1xProfile

The left part of the window contains the configurable parameters used to authenticate. The right part displays the RADIUS
protocol messages interchanged with the authentication server.

o
Profile name:
Organization: . . .
== Profile information
Identifier:
Network:
EAP methods: @ TLS @ TTLS ® PEAP/MSCHAPv2
@rrst Biear Bacn Bon = EAP authentication methods
TTLS inner method: | PAP e TTLS inner authentication method
Cient dentiy: 1+ O g TLS/FAST digital identity
U 2
e == User name and password
Password: ©
Outer identity: 4— Outer identity
Min TLS version: 1.0 Max TLS version: 1.0 < TLS versions
Trusted server [+]=|G
certificates: -

4= Trusted authentication servers

Trusted server I+
names:

Options: Automatic connection Hidden network L Wi Fi options

Sign profile [ Configure... )

© Clear M Export... £ Install...

The parameters are divided in several groups:

+  Profile data: the Profile name and Organization fields are used to identify the profile in the System Preferences Profiles,
the Identifier field is used to select the profile in the System Preferences Network connections and the Network defines
the SSID to which the profile should be applied for WiFi network connections. Please see Installing 802.1x profiles.

+  EAP methods: select the EAP (Extensible Authentication Protocol) methods to be enabled in the profile. If the TLS or FAST
method is enabled a user identity should be specified in the Client identity field. If the TTLS method is enabled, an inner
authentication method can be specified in the TTLS inner method field. If the PEAP method is enabled the MSCHAPV2
inner authentication method is used. At least 1 EAP method should be selected.

+  TTLS inner method: method inside the secure tunnel used to authenticate with TTLS method.

+  Client identity: digital identity used to authenticate with the TLS or FAST method.

. User name: user name used to authenticate with the TTLS, PEAP, FAST or LEAP methods.

. Password: user password used to authenticate with the TTLS, PEAP, FAST or LEAP methods.

+  Outer identity: external user name sent in the RADIUS messages outside the secure TLS tunnel.
+  Min/Max TLS version: minimum/maximum TLS version used for the TLS tunnel.

+  Trusted authentication servers: trusted authentication servers certificates and names.

- WiFi Options: Automatic connection enables automatic connection to the specified SSID (Network field) for WiFi
networks, Hidden network enables connecting to hidden SSID’s.

You can use use the Clear button to clear all the fields, the Export... button to export the profile to a file or the Install... button to
install the profile in the local machine.



#x 802.1x Profiles

OSX configuration profiles (.mobileconfig files) are XML files that contain device security policies and restrictions, VPN
configuration information, Wi-Fi settings, email and calendar accounts, and authentication credentials that permit OSX and iOS
devices to work with enterprise systems. The mobileconfig files can also be encrypted.

You normally create mobileconfig files using the Apple Configurator utility, MDM (Mobile Device Management) tools and Device
onboarding systems. mobileconfig files can be also created manually editing the XML file. The mobileconfig files can be sent to
Macs, iPhone and iPad devices or iPod Touch to le installed.

Using Dot1xProfile you can also generate mobileconfig files containing 802.1x authentication configuration easily and can be
specially helpful in test environments and when you need to quickly set up access to a 801.1x authenticated wired or wireless
network.

Dot1xProfile can generate signed profiles if a signing identity is configured in the Preferences Panel.

In Mac OSX you can install a mobileconfig profile simply double-clicking on its Finder icon. Finder will open System Preferences
application and will try to install the profile. You can see the installed profiles clicking the Profiles icon in the System Preferences
window:

Profiles

The following figure shows how the Dot1xProfile fields are used by the System Preferences when a profile profile is installed:

[ ] <

Profiles Q

User Profiles

F=( test
Ald 3 settings

est

Installed 27 Sep 2015 11:44

Settings Certificate

[ ] Certificate ©rm
Wi-Fi Network ccn
Profile name: test
Organization: ermitacode e
Certificates (2)
Identifier: EC-802.1x
Description user1
Network: ecnet Description ErmitaCode CA
EAP methods: @ TLS @ TTLS E PERR/MSCHAPV2 Certificate ErmitaCode CA
@ FAST BLEAP  AKA e
+ _ 2
TTLS inner method:  PAP
[ ] < Network Q
User name:
Password: Lo4 \ Location: Automatic
Outer identity:
Trusted server T‘ i <> Status: Connected
certificates: Ethernet is currently active and has the IP
o~ address 192.168.1.207.
Bluetooth PAI .
® ot Connastisd Configure IPv4: Manually
Trusted server T‘
names: @ Thund...It Bridge IP Address: 192.168.1.207
Not Connected <>
Subnet Mask: 255.255.255.0
Router: 192.168.1.1
Options: Automatic connection ~ Hidden network

Sign profile | Configure... |

Q@ Clear M Export... R Install... | 802.1X: | EC-801.1x Connect

Advanced... ?

+ = %

Assist me...

Profile name and Organization are user during the profile installation. The Profile name will also identify the profile in the System
Preferences Profile section. The Identifier field will identify the profile in the System Preferences Network section when it is used



to perform 801.1x authentication in a network.



we Configuring EAP-TLS

If the TLS authentication method is selected, a user digital identity must be provided. TLS authenticates using a user digital
Identity and sending its certificate to the RADIUS Server through a TLS session:

Profile name:
Organization:
Identifier:
Network:

EAP methods: TLS TTLS PEAP/MSCHAPv2
FAST LEAP AKA SIM

Client identity: user1 [+[=1®

Issuer: Ermitacode CA
Outer identity:

Min TLS version: 1.0 [gJ Max TLS version: 1.0

Trusted server [Fe 1
certificates: -

Trusted server [+ |
names:
Options: Automatic connection Hidden network
Configure...
Q@ Clear M Export... £ Install...

To select the digital identity to use in the authentication click the E button to the right of the TLS identity field and select a
PKCS#12 Personal Information Interchange file. This file should have file PKCS12, P12 or PFX extension.

PKCS#12 files are protected by a password which optionally can be entered in the file selection panel:

(O
oL

Identity access password: eesescee

carcel | (EEND

If the PKCS#12 password is correctly entered, the digital identity the CN (Common Name) of the subject and the certificate issuer
will be shown in the Client identity field.
If the PKCS#12 password is not entered, only the PKCS#12 filename will be shown in the Client identity field.

To clear the Client identity field click the [—| button.
If the PKCS#12 password was supplied, you can click the @ button to obtain the identity certificate information:



Profile name:

Organization:

Identifier:
Network:
EAP methods:  TLS TTLS | PEAP/MSCHAPv2
FAST LEAP AKA SIM
Client identity: user1

Issuer: Ermitacode CA

.

10 B Max TLS version: = 1.0

Outer identity:
Min TLS version:

Trusted server
certificates:

Trusted server

names:
Options: | Automatic connection | Hidden network
Sign profile
® Clear M Export...

useri

subject common name
organization
country

issuer common name
organization
country

serial number
version
fingerprint

not valid before
not valid after

E,

£ Install...

You can add Trusted server certificates and Trusted server names to define the authentication servers accepted for

authentication.

You are not required to specify a Client identity. If the Client identity is not included in the profile, it will be requested to

r when using the profile.

user1
Ermitacode
us

Ermitacode CA

Ermitacode
us
1
2
137e9e1 be38525c9

Dec 9 17:21:22 2017 GMT
Dec 9 17:21:22 2018 GMT



@ Configuring EAP-TTLS

If the TTLS authentication method is selected, the inner (tunneled) authentication method to be used can be specified in the TTLS
inner method popup button. Optionally, the user credential (User name and Password) can be specified:

Profile name:
Organization:
Identifier:
Network:

EAP methods: TLS TTLS PEAP/MSCHAPv2
FAST LEAP AKA SIM

TTLS inner method:  PAP
User name: user11
Password: eeeeseee ©
Outer identity:
Min TLS version: 1.0 [ Max TLS version: 1.0

Trusted server + |
certificates:

Trusted server :
names:
Options: Automatic connection Hidden network
Configure...
@ Clear ™ Export... £ Install...

The TTLS inner method values are PAP (default method), CHAP, MSCHAP and MSCHAPV2.
You can add Trusted server certificates and Trusted server names to define the authentication servers accepted for
authentication.

You are not required to specify a User name and Password. If the TTLS credential is not included in the profile, it will be
ed to the user when using the profile.



we Configuring PEAP

The PEAP authentication method uses the MSCHAPV2 inner (tunneled) authentication method. Optionally, the user credential
(User name and Password) can be specified:

Profile name:
Organization:
Identifier:
Network:

EAP methods: TLS TTLS PEAP/MSCHAPv2
FAST LEAP AKA SIM

User name: userl1
Password: eeeeecee ©
Outer identity:

Min TLS version: 1.0 [ Max TLS version: 1.0

Trusted server +|
certificates: o
Trusted server +
names:
Options: Automatic connection Hidden network
Configure...
Q@ Clear ™ Export... £ Install...

You can add Trusted server certificates and Trusted server names to define the authentication servers accepted for
authentication.

You are not required to specify a User name and Password. If the PEAP credential is not included in the profile, it will be
ed to the user when using the profile.



@ Configuring EAP-FAST

If the EAP-FAST authentication method is selected, a user digital identity and a user credential (User name and Password) can
be optionally specified:

Profile name:
Organization:
Identifier:
Network:

EAP methods:  TLS TTLS = PEAP/MSCHAPv2
@A FAST  LEAP  AKA SIM

user1 1+‘—i®

Issuer: Ermitacode CA

Client identity:

User name: user11
Password: eeeeeeee ©
Outer identity:
Min TLS version: | 1.0 Max TLS version: 1.0

Trusted server = }
certificates:

Trusted server iy
names: o
Options: Automatic connection Hidden network
[ configure...
Q@ Clear ™ Export... £ Install...

To select the digital identity to use in the authentication click the '+ button to the right of the TLS identity field and select a
PKCS#12 Personal Information Interchange file. This file should have file PKCS12, P12 or PFX extension.

PKCS#12 files are protected by a password which optionally can be entered in the file selection panel:

Coertifiecne

Identity access password: eeeesces

Gancel

If the PKCS#12 password is correctly entered, the digital identity the CN (Common Name) of the subject and the certificate issuer
will be shown in the Client identity field.

If the PKCS#12 password is not entered, only the PKCS#12 filename will be shown in the Client identity field.
To clear the Client identity field click the B button.

-10 -



If the PKCS#12 password was supplied, you can click the @ button to obtain the identity certificate information:

Profile name:
Organization:
Identifier:
Network:

EAP methods:

Client identity:

User name:
Password:

Outer identity:

~TLS  TTLS | PEAP/MSCHAPv2
FAST  LEAP | AKA
G user1
Issuer: Ermitacode CA
user11
eoecoecoe

Cortonte

useri

E | subject common name
organization

SIM country

issuer common name
organization
country

serial number

4 version
fingerprint

not valid before

not valid after

Min TLS version: 1.0 B Max TLS version: = 1.0 B

Trusted server
certificates:

Trusted server
names:

Options:

© Clear

~ | Automatic connection
Sign profile

M Export...

| Hidden network

£ Install...

11 -

user1
Ermitacode
us

Ermitacode CA
Ermitacode
us

1

2
ae66e6137e9e1ac9856dd5cbe38525¢c9
Dec 9 17:21:22 2017 GMT

Dec 9 17:21:22 2018 GMT



g Configuring LEAP

For the LEAP authentication, an user credential (User name and Password) can be specified:

Profile name:
Organization:
Identifier:
Network:

EAP methods: TLS TTLS PEAP/MSCHAPv2
FAST LEAP AKA SIM

User name: user11
Password: eeeeeeee ©
+

Trusted server
certificates:

Trusted server =+ |
names: o
Options: Automatic connection Hidden network
Configure... |
Q@ Clear ™ Export... £ Install...

You are not required to specify a User name and Password. If the LEAP credential is not included in the profile, it will be
ed to the user when using the profile.

-12-



wx Configuring EAP-AKA

The EAP-AKA authentication method does not require additional parameters to be specified:

Profile name:
Organization:
Identifier:

Network:

EAP methods:  TLS TTLS  PEAP/MSCHAPv2
~ FAST  LEAP ® AKA SIM

Trusted server

certificates:

Trusted server FI —
names: -
Options: = Automatic connection | Hidden network

Sign profile
Q@ Clear ™ Export... £ Install...
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w Configuring EAP-SIM

The EAP-SIM authentication method does not require additional parameters to be specified:

Profile name:
Organization:
Identifier:

Network:

EAP methods:  TLS TTLS  PEAP/MSCHAPv2
FAST  LEAP | AKA EsiM

Trusted server

certificates:

Trusted server FI —
names: -
Options: = Automatic connection | Hidden network

Sign profile
Q@ Clear ™ Export... £ Install...
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wx Configuring Trusted Servers

To configure the certificates accepted from authentication servers or the CA certificates signing the accepted server certificates
click the [+ button to the right of the Trusted server certificates list and select a certificate file:

Certifiecne

ErmitaCode CA.cer
cancel | (RSN

The certificate will be added to the list:

Profile name:
Organization:
Identifier:
Network:

EAP methods: TLS TTLS PEAP/MSCHAPv2
FAST LEAP AKA SIM

Client identity: |+

Outer identity:

Min TLS version: 1.0 [BJ Max TLS version: 1.0

Trusted server Ermitacode CA ‘+'\7 i
certificates: | Selfsigned

Trusted server

names:
Options: Automatic connection Hidden network
Sign profile [ Configure... |
Q@ Clear ™ Export... £ Install...

To get information of a certificate in the list select it and click the () button:
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Profile name:
Organization:
Identifier:
Network:

EAP methods: TLS TTLS PEAP/MSCHAPv2
FAST LEAP AKA SIM

Client identity: [ Ermitacode CA

subject common name Ermitacode CA

Outer identity:
country ES

Min TLS version: 1.0 Max TLS version: 1.0 email address Ifrd@me.com

Trusted server J issuer common name Ermitacode CA

certificates:

Ermitacode CA

Selfsigned country ES

email address Ifrd@me.com

-

serial number
version 2
[ fingerprint ac3cb6a862ae2440ee7bff80062a2afd

Trusted server
not valid before Oct 8 08:23:02 2015 GMT

names: not valid after Oct 7 08:23:02 2016 GMT
1.
Options: Automatic connection Hidden network
Sign profile [ Configure... |
Q@ Clear ™ Export... £ Install...

To configure the names of the certificates received from authentication servers click the |+ button to the right of the Trusted
server names list and enter the name:

-16 -



Server name: Iauth.ermitacode.com I

Cancel Add

Network: [ \

EAP methods: @ TLS  TTLS  PEAP/MSCHAPv2
_ FAST  LEAP = AKA  SIM

Client identity:

[+]
[
e

Outer identity:

Min TLS version: 1.0 ¢ Max TLS version: 1.0 ¢

Trusted server | ... | Ermitacode CA —i®
certificates: | Selfsigned ==

Trusted server —

names:

Options: ~ Automatic connection | Hidden network
Sign profile

© Clear M Export... £ Install...

The name will be added to the list:

17 -



Profile name:
Organization:
Identifier:
Network:

EAP methods: @ TLS  TTLS  PEAP/MSCHAPv2
FAST = LEAP  AKA SIM

Client identity: =%

Outer identity:

Min TLS version: 1.0 J Max TLS version: 1.0

Trusted server Ermitacode CA — @
certificates: Selfsigned

Trusted server EWGNAgyTIeIstole Rotely)

names:
Options: | Automatic connection | | Hidden network
Sign profile
© Clear M Export... £ Install...

-18 -



wx Signing Profiles

Dot1xProfile can optionally sing the generated profiles. The Sign profile check box enables or disables profile signing:

Profile name:
Organization:
Identifier:
Network:

EAP methods: TLS TTLS PEAP/MSCHAPv2
FAST LEAP AKA SIM

Client identity: [+]-]®

Outer identity:

Min TLS version: 1.0 [ Max TLS version: 1.0

Trusted server Ermitacode CA v @
certificates: Selfsigned

Trusted server -

names:

Options: | Automatic connection | | Hidden network
Sign profile

© Clear M Export... £ Install...

To configure the digital identity used to sign the profiles click the Configure... button:
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F Identity used to sign the profile:

C FlEe

Accept £

EAP methods: @ TLS  TTLS  PEAP/MSCHAPv2
FAST = LEAP  AKA SIM

Client identity: [+]-|®

Outer identity:

Min TLS version: 1.0 ¢ Max TLS version: 1.0 ¢

Trusted server ®

certificates:
Trusted server m -
names: o
Options: | Automatic connection | | Hidden network
Sign profile
© Clear M Export... £ Install...

Click the [+ button and select a PKCS#12 (Personal Information Interchange) file. This file should have file PKCS12, P12 or PFX
extension.

PKCS#12 files are protected by a password which should be entered in the file selection panel:

?rﬂ//}vnr

dot1xprofile.p12

Identity access password: {- LELXITY I

carcel  (EEEH

To clear the signing identity click [~ the button.

You can click the @) button to obtain the identity certificate information:
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dot1xprofile

subject common name
email address

CN N ]
Identity used to sign the profile: '
- issuer common name
country
email address

dot1xprofile
Issuer: Ermitacode CA

serial number
version
fingerprint

not valid before
not valid after

EAP methods: @ TLS ~ TTLS  PEAP/MS

_ FAST  LEAP |AKA |

dot1xprofile
info@ermitacode.com

Ermitacode CA
ES
Ifrd@me.com

6

2
87943c64a81915d061b9e0998225c6a4
Oct 10 14:36:22 2015 GMT

Oct 914:36:22 2016 GMT

Client identity: l |

Outer identity: \

Min TLS version: 1.0 ¢ Max TLS version: 1.0 ¢

Trusted server
certificates:

Trusted server
names:

Options: = | Automatic connection | Hidden network

Sign profile

© Clear @y Export...

£ Install...

21 -
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e Exporting Profiles

You can export the 802.1x profiled to a mobileconfig file for later installation or for distribution to other machines.

To export the profile click the Export... button or select the File>Export Profile... menu option:

pr Save As:ltest.mobileconfig I [
[
or Tags:
Where: [ Tests v f
[
Cancel
EAI‘ MISUIVUD. B 1LY 1 1TLY | FeArgviourninrve

FAST LEAP AKA SIM

user1 q @

Issuer: Ermitacode CA

Client identity:

Outer identity:

Min TLS version: 1.0 ¢ Max TLS version: 1.0 ¢

Trusted server Ermitacode CA ~ ®
certificates: Selfsigned

Trusted server E -
names:
Options: | Automatic connection | | Hidden network
Sign profile
Q@ Clear M Export... £ Install...

The generated profile will optionally signed if a signing identity is configured in the Preferences Panel.

You also can directly install the profile in the local Mac without generating a mobileconfig file.
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w Installing Profiles

To install the 802.1x profile in the local Mac click the Install

Profile name:
Organization:
Identifier:
Network:

EAP methods:

TTLS inner method:

Client identity:

User name:
Password:

Outer identity:
Min TLS version:

Trusted server
certificates:

Trusted server
names:

Options:

@ Clear

test
ermitacode
EC-802.1x
ecnet

TTLS
LEAP

A~
v

TLS
FAST

PAP

user11

user1

eo0e0coe
anonymous
1.0 g Max TLS version:

Ermitacode CA
Selfsigned

Automatic connection

Sign ¢

™ Export...

| Configure. ]

... button or select the File>Install Profile

PEAP/MSCHAPv2
AKA

SIM

Issuer: Ermitacode CA

1.0

Hidden network

Install...

The generated profile will optionally signed if a signing identity is configured in the Preferences Panel.

Dot1xProfile starts the OSX System Preferences to install the profile:

-23-
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Profile name: hast ]

Organization: [érmitacode ]

|dentifier: EC-802.1x I

Profiles | Qsearch

Install “test”?
This profile will configure your Mac for the following: 2 Certificates and Wi-Fi Network.

Show Profile Cancel Continue

No profiles installed

Click Continue:

Profile name: ‘tast ‘

Organization: [érmltacode ]

Identifier: EC-802.1x I

Are you sure you want to install profile “test”?
This profile’s auth p is unk Once lled, “ Code CA” will be trusted on this Mac.

Show Details Cancel Continue

No profiles installed

24 -



Click Continue. If TLS method is selected in the profile, the password to access the PKCS#12 digital identify is requested:

Profile name: ‘fest

Organization: ‘ermitacode

Identifier: EC-802.1x |

©e o0 < | > Profiles Q_ Search
A

Enter settings for “test”:
Step 1 of 2

|~ Credentials

Enter settings for certificate “user1”:

Password: I""I I

Cancel Previous Next

+_

If TTLS or PEAP method is selected in the profile, the username and password to be used to authenticate to the network using
this profile are requested. You can skip entering this information. In this case, username and password will be requested at the
time of authenticating in the network with this profile:

-25-



Profile name: hasl: ]

Organization: [ermitacode ]

|dentifier: EC-802.1x I

Q Search

Enter settings for “test”:
Step 2 of 2

@ Enterprise Network

Enter settings for the enterprise network “ecnet”:

Username: I Optional

Password:  Cptional

Cancel  Previous Install

Finally, your system password is requested to complete profile installation:
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Configuration Profile Tool wants to make
changes. Type your password to allow this.

Username: l ec

Password: Ioo-oooool

Enter setting:
Step 2 of 2

 Cancel  (NCTSN

@ Enterprise Network

Enter settings for the enterprise network “ecnet”:
Username: Coiona

Password:  Optonal

Cancel € Installing ... Previous

Install

ear port... all...

If the profile is correctly installed, it will be added to the list of profiles:

27 -




Profile name: test

Organization: ermitacode

| Identifier:

EC-802.1x

Profiles

User Profiles

test
3 settings

DETAILS

Certificates (2)

test

ermitacode Unsigned

Installed 30 Sep 2015 21:54

Settings Certificate ErmitaCode CA
Certificate
Wi-Fi Network ccnet

Description ErmitaCode CA

Certificate ErmitaCode CA
Expires 27 Apr 2024 17:19

1ssuer ErmitaCode CA

The OSX System Preferences will show the information of the installed profile:

Installed

Settings

DETAILS

Certificates (2)

Description

Description
Certificate
Expires

Issuer

Wi-Fi Network

Description
Network

Encryption
Enterprise Profile ID
EAP Type

EAP Type

Auto Join

Proxy Type

test
ermitacode Unsigned

Profile name
27 Sep 2015 11:44

Certificate
Wi-Fi Network ccnet
Certificate ErmitaCode CA

useri

ErmitaCode CA
ErmitaCode CA
27 Apr 2024 17:19
ErmitaCode CA

Profile identifier

EC-801.1x

ecnet

WPA/WPA2 Enterprise
769A8118-1818-46AC-94F8-45D358...
EAP-TLS

EAP-TTLS

False

None

The Profile identifier entered int the Dot1xProfile window is shown as Description and will identify the 802.1x profile in the
System Preferences Network section when it is used to perform authentication in a network.

If a signing identity has been configured in the Preferences panel, the installed certificate will be signed and the indication to the
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right of the organization name will be Verified instead of Unsigned:

o8 <>

Profiles

Q Search

User Profiles

testTLS

ermitacode Verified

Signed dotlxprofile
Installed 10 Oct 2015 17:08

settings Certificate

authserver

Certificate

ec

Wi-Fi Network
X8899

DETAILS

Certificates (2)

Descrintion authserver
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