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&) EAPTest User Manual

FAP Test User manual

EAPTest performs testing of RADIUS servers using common Extended Authentication Protocol (EAP) methods.

The tool implements 3 test modes: Authentication, Accounting and Session tests. For Authentication mode, 3 tests are available:
Protocol Test, Performance Test and Performance Report. Using the first 3 tests you can see the messages interchanged with the
authentication server, the Performance tests allow testing server performance under different traffic loads.

EAP methods supported are TTLS, PEAP, MSCHAPv2, MD5 and GTC. For TTLS is possible to use PAP, CHAP, MSCHAP,
MSCHAPv2, MD5 and GTC as inner methods. For PEAP, the inner methods supported are MSCHAPv2, MD5 and GTC. In addition
to EAP methods, the PAP protocol is also implemented.
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&) Using EAPTest

The left part of the window contains the configurable parameters used perform authentication tests. The right part displays the
RADIUS protocol messages interchanged with the authentication server.

Load profile \ ( Save profile
¥ B

. [
Authentication server
IP address: v Port: 1812
= Server parameters
Secret: 0\ i e P
Test connectivity
Client
Test mode
Accounting Session ?
Method: TTLS Inner:  PAP l Client parameters
User name: Out ID:  anonymous
Password: ©
Attributes
Add, remove, Set g RADIUS attributes
1 attribute
7
Protocol Test ) (s Authentication test
Start > Stor ®  Clear

#

Start test Stop test Clear view

The parameters are divided in 2 areas:

+  Authentication Server: enter the IP address (or DNS name) of the server perform authentication, the Port number used by
the RADIUS service and the RADIUS Secret configured in the server for this client. The Test connectivity button allows you
to verify the network connectivity to the server. You can click the & button to manage the RADIUS attributes database
dictionaries.

+  Client: the contents depends on the Test mode selected. For Authentication test mode: the Auth method (PAP and the
EAP methods TTLS, PEAP, MSCHAPv2, MD5 or GTC) and the Inner authentication method for TTLS or PEAP. Possible
Inner methods for EAP TTLS are PAP, CHAP, MSCHAP, MSCHAPv2, MD5 and GTC. Available Inner methods for EAP
PEAP are MSCHAPv2, MD5 and GTC. Enter the credentials (User name and Password) to be authenticated and optionally
the Out ID (outer identity) sent in tunneled EAP methods (TTLS and PEAP).

For methods using TLS (TTLS, PEAP and TLS) it is possible to select the TLS version:

TLS version

You can select a specific version (v1, v1.1 or v1.2) or select Max to use the maximum version supported by the
authentication server.

The different user names used in tests are available for later use in the User name dropdown list:

User name:

Password:

user22
Attributes guest1

guest2 ‘

The user list can be cleared using the Edit>Clear Users main menu option.
Additionally to PAP, the following EAP methods are supported:
TTLS. Inner methods: PAP, CHAP, MSCHAP, MSCHAPv2, MD5, GTC



PEAP. Inner methods: MSCHAPv2, MD5, GTC
TLS
MSCHAPv2
MD5
GTC
Accounting protocol tests and full session tests can be performed using the Accounting and Session test modes.

Using the buttons bellow the RADIUS attributes you can add an attribute to the list of attributes to be sent in the RADIUS
messages, remove an attribute or modify an attribute value.

For Authentication mode, bellow the client parameters area is located the Authentication test selection popup menu allowing to
choose the test mode:

+  Protocol Test: observe RADIUS messages interchanged with the authentication server.
+  Performance Test: test server performance under different traffic loads.
+  Performance Report: compare server performance under different traffic loads.

After defining the authentication parameters and selecting the test mode you can perform the test using the Start Test button. You
can abort a running test using the Stop Test button. The Clear View button clears the information displayed in the protocol view.

Test parameters including can be saved to a profile for later retrieval. Profiles allow you to have different configurations of test
parameters and load a specific profile when needed. You can access this functions through the buttons # and B located at the top
of the window.



&) Verifying Connectiviry

To check the network connectivity to the Authentication Server using an ICMP echo request click the ¢ button located to the right of
the Authentication server IP address.

® 0 ¥ B
Authentication server 127.0.0.1 127.0.0.1
IP address: authserver Port: 1812 o1ome S
SR | % 8 009 ms © Echo-Reply
Client
008ms © Echo-Reply
Authentication Accounting Session
Method: TTLS Inner: PAP 0.09ms © Echo-Reply
User name: Out ID:  anonymous
Password: | ©
Attributes

Protocol Test

Start > Stop ©  Clear




&) Adding RADIUS Attributes

To add a new RADIUS attribute to be sent to the authentication server click the [+ button bellow the Attributes list.

Authentication server Vendor:

IP address: authserver J IETE

Secret: | seseecscee ] Attributes
Called-Station-Id (30)
CHAP-Challenge (60)
CHAP-Password (3)

X ~ Class (25)
Method: | TTLS Y| Error-Cause (101)
Filter-1d (11)

~Authentication  Accou

User name: test

L<

"~ Framed-AppleTalk-Link (37)
Password: eeee §| Value:
Attributes
Cancel Add
T
@ , | |
Protocol Test C
Start > X Stop (%] Clear

Select the Vendor, select the attribute name in the Attributes list, enter a Value for the attribute and press the Add button. The
new added attribute name and value will be shown in the Attributes list.



&) Removing RADIUS Attributes

To remove an attribute from the Attributes list select it and click the [= button.

® O [ =]

Authentication server
IP address: authserver v Port: 1812

Secret: eeeeecccee ©

Client

Accounting Session
Method: ~ TTLS 42 inner:  Pap

User name: test Out ID:  anonymous
Password: eees ‘ ©

Attributes

NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: test

o

Start ¥ X Stop ®  Clear

Protocol Test




& Modifying RADIUS Attributes

To modify the value assigned to a previously added attribute select it in the Attributes list and click the [~ button.

® ¢
Authentication server Vendor: IETF

IP address: authserver ] Attribute:  NAS-Port-Type (61)

Attributes
NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: test

Start >

Protocol Test <

Stop ®  Clear

Enter a new Value for the attribute and press the Set button.

Secret: seececcese 7] Value: = Wireless-802.11
Client Cancel Set
Authentication Accou :
Method:  TTLS < Inner:  PAP ¢
User name: user1 ¥ Out ID: anonymous
Password: T ©




&) Test modes

3 test modes are available:

»  Authentication. This mode permits displaying the RADIUS authentication messages interchanged with the authentication
server or test server performance under different traffic loads.

»  Accounting. This mode permits allows to you send RADIUS accounting to the authentication server.

Session. This mode simulates a complete RADIUS client session by performing authentication, accounting (Start, Updates
and Stop) and receiving dynamic RADIUS messages (Disconnect and Change of Authorization)-

Mode selection is down using the Test mode selector (see Using EAPTest).



&) Authentication Tests

To perform Authentication Tests select Authentication in the test mode selector or select the File>Test>Authentication main
menu option:

®® ¥ B
Authentication server
IP address: authserver v Port: 1812
Secret: eeecesccce © =]
Client
Accounting Session
Method:  TTLS Inner:  PAP
User name: test Out ID:  anonymous
Password: eeee | ©

Attributes

FE7] / Authentication test
Protocol Test

Start > X Stop ®  Clear

3 Authentication test modes are available using the Authentication test selector:
+  Protocol Test.
+  Performance Test.
+  Performance Report.
To perform Authentication tests you should configure the Authentication method to be used. The following methods are supported:
- PAP

+ TTLS

+  PEAP

- TLS

+ MSCHAPv2
+  MD5

+ GTC
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&) Authentication Methods

Authentication tests require an Authentication method to be selected:

@0
Authentication server
IP address: authserver | v Port: 1812
Secret: :ooooooo-.c J ©
Client
Authentication Accounting Session
User name: test 7 Out ID:  anonymous
Password: seee ©
Attributes

Protocol Test

Start > Stop ®  Clear

The following methods are available:

. PAP

. TTLS

. PEAP

. TLS

. MSCHAPv2
. MD5

. GTC

11 -




&) Using PAP Method

Select PAP in the in the Auth method popup button. The PAP fields will be shown:

Method: PAP
User name: test
Password: eeee ©

This method will use the specified User name and Password credentials to authenticate.
Yo can clear the las used credentials stored in the User name field using the Edit>Clear Users main menu option.
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@) Using TTLS Method

Select TTLS in the in the Auth method popup button. The TTLS fields will be shown:

Method: TTLS EJ vz inner:  PAP
User name:  test Out ID: anonymous
Password: eeee ©

TTLS creates a secure SSL Tunnel to send the user credentials. Inside the Tunnel, the credentials are sent using an Inner
(tunneled) Authentication Method. This method is selected using the Inner auth popup menu. Supported Inner Methods are: PAP,
CHAP, MSCHAP, EAP-MSCHAPv2, EAP-MD5 and EAP-GTC.

These Inner methods will use the User name and Password credentials to authenticate.

An Out ID user name can be specified to avoid sending the real User Name in the non secured RADIUS attribute outside the SSL
Tunnel. The Outer ID field can also be used to specify domain information (for example: anonymous@somedomain.com) to enable
RADIUS proxying to the remote servers managing external domains.

Yo can clear the las used credentials stored in the User name field using the Edit>Clear Users main menu option.

-13-



&) Using PEAP Method

Select PEAP in the in the Auth method popup button. The PEAP fields will be shown:

Method: PEAP EJ(vi2) inner: MSCHAPv2
User name: test Out ID: anonymous
Password: eees o

PEAP creates a secure SSL Tunnel to send the user credentials. Inside the Tunnel, the credentials are sent using an Inner
(tunneled) EAP Method. This method is selected using the Inner auth popup menu. Supported Inner EAP Methods are: EAP-
MSCHAPv2, EAP-MD5 and EAP-GTC.

These Inner methods will use the User name and Password credentials to authenticate.

An Out ID user name can be specified to avoid sending the real User Name in the non secured RADIUS attribute outside the SSL
Tunnel. The Outer ID field can also be used to specify domain information (for example: anonymous@somedomain.com) to enable
RADIUS proxying to the remote servers managing external domains.

Yo can clear the las used credentials stored in the User name field using the Edit>Clear Users main menu option.
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&) Using TLS Method

Select TLS in the in the Auth method popup button. The TLS fields will be shown:

Method: TLS Out ID:  anonymous

Identity: [] user1 +_,_J®

TLS authenticates using a User Digital Identity and sending its Digital Certificate to the RADIUS Server through a TLS session.

To add a Digital Identity to use in the authentication click in the '+ button and select a PKCS#12 (Personal Information Interchange)
file. This file should have file PKCS12, P12 or PFX extension. PKCS#12 files are protected by a password which should be entered
in the file selection panel:

Coertiffeane

Identity access password: eeesscee H

Cancel Open

An Out ID user name needs to be specified to send the real User Name in the non secured RADIUS attribute outside the TLS
session. The Outer ID field can also be used to specify domain information (for example: anonymous@somedomain.com) to enable

RADIUS proxying to the remote servers managing external domains. To remove the actually used Identity click the |~ button.

The Identity field shows the Common Name (CN) of the actually used identity and the issuer. Click the @ button to open a
popover showing more information about the digital Identity:

® ¢ [
Authentication server
IP address: Port: 1812
Secret: eeeeeccece © s
| user1
Client
o—— e | subject common name user1
Authentication Accounting S¢ organization ermitacode
B |
1l country US
Method: ~ TLS (viz) outID: | v
= J issuer common name ermitacode
Identity: [Juser1 organization ermitacode
W country US
| serial number 5
Attributes version 2
NAS-Port-Type: Wireless-802.11 fingerprint e395b5183034cfaafe4c1435b0eb5363
not valid before Dec 20 16:37:05 2017 GMT
not valid after Dec 20 16:37:05 2018 GMT
L T T
T2
Protocol Test
Start > Stor Q®  Clear

Yo can clear the las used identities stored in the Identity field using the Edit>Clear Identities main menu option.
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&) Using MSCHAPVv2 Method

Select MSCHAPvV2 in the in the Auth method popup button. The MSCHAPV2 fields will be shown:

Method: MSCHAPv2

User name: test

Password: eese ©

This method will use the specified User name and Password credentials to authenticate.
Yo can clear the las used credentials stored in the User name field using the Edit>Clear Users main menu option.
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&) Using MD5 Method

Select MD5 in the in the Auth method popup button. The MD5 fields will be shown:

Method: MD5
User name: test
Password: eeee ©

This method will use the specified User name and Password credentials to authenticate.
Yo can clear the las used credentials stored in the User name field using the Edit>Clear Users main menu option.
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&) Using GTC Method

Select GTC in the in the Auth method popup button. The GTC fields will be shown:

Method: GTC
User name: test
Password: eeee ©

This method will use the specified User name and Password credentials to authenticate.

Yo can clear the las used credentials stored in the User name field using the Edit>Clear Users main menu option.
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Protocol Tests

Authentication Protocol tests generate individual authentication to the authentication server. Protocol messages interchanged with
the authentication server are show in the right view of the EAPTest window.

To perform protocol tests select Protocol Test in the Authentication test mode selection popup menu or select File>Authentication
Test>Protocol Test main menu option:

[ ¥ B
Authentication server
IP address: authserver v Port: 1812
Secret: eeeeescsee ©
Client
Accounting Session
Method:  TTLS Inner: PAP
User name: test Out ID:  anonymous
Password: eeee ©
Attributes
[
+]=[~
Protocol Test
Start > X Stop ®  Clear

To start the test click the Start button or select the File>Start Test menu option (keyboard shortcut: $R).

To stop an authentication before it has been completed click the Stop button or select the File>Stop Test menu option (keyboard
shortcut: 3&T).

During the authentication the right area of the window displays the RADIUS messages being interchanged and the RADIUS
attributes included in the messages. In the following figure a TTLS/PAP authentication is shown:
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® P B State: 6bff05d268fb10f01ce30173e35766... (length 16)

= TLS v1.2 Server Hello
Authentication server =
Server Certificate (selfsigned)

IP address: authserver v Port: 1812 Subject:  CN=192.168.1.207
O=ermitacode
c=Us

Secret: eeecccccce 04 = Issuer:  CN=192.168.1.207
O=ermitacode
§ c=Us
Client

Authentication Accounting Session User-Name: "anonymous”

NAS-Port-Type: Wireless-802.11
N TTLS vi2 ) - PAP EAP-Message: EAP-Response TTLS
Method = Innex = State: 6bff05d268fb10f01ce30173e35766... (length 16)
Message-Authenticator: ac98dc292caa71709¢f3fb9dd24d18... (length 16)

0 v o
SERinarey) test . OULIDAY anonymous 74.64ms Access-Challenge
Password: eeee © EAP-Message: EAP-Request TTLS

Message-Authenticator: 91cc5ad264a2¢c5d433d337c095¢37f... (length 16)
7 State: 6bff05d26ffa10f01ce30173e35766... (length 16)
Attributes @ TLS v1.2 Established

NAS-Port-Type: Wireless-802.11 75.01ms

User-Name: "anonymous"

NAS-Port-Type: Wireless-802.11

EAP-Message: EAP-Response TTLS

State: 6bff05d26ffa10f01ce30173e35766... (length 16)

=7 : 1603032¢6426bd... (length 16)
: 9271 ms © Access-Accept
S MS-MPPE-Recv-Key: €263b200d9dd405717cb378924dags... (length 50)
Protocol Test MS-MPPE-Send-Key: ee8e1d0b06de9b9ec1902a7d072497... (length 50)

EAP-Message: EAP-Success
Message-Authenticator: 193cced806c2b1ee0495d61113728f... (length 16)

Start ) Sto ° Clear User-Name: "anonymous"

The following messages are shown:
+  Access-Request message sent to the server:

32.03 ms Access-Request

User-Name: "anonymous"

NAS-Port-Type: Wireless-802.11

EAP-Message: EAP-Response TTLS

EAP-Message: 1a0016000e000d000b000c0009000a... (length 60)

State: 97d3a20096d1b7938bcc52777db1af... (length 16)

Message-Authenticator: 514711ef48f47f88ba966b2ae7479e... (length 16
TLS v1.2 Client Hello

Access-Challenge message received from the server:

74.64 ms Access-Challenge

EAP-Message: EAP-Request TTLS
Message-Authenticator: 91cc5ad264a2c¢5d433d337c095¢37f... (length 16)
State: 6bff05d26ffa10f01ce30173e35766... (length 16)

& TLS v1.2 Established

Access-Accept message received from the server:

92.71ms

MS-MPPE-Recv-Key: €263b200d9dd405717cb378924da86... (length 50)
MS-MPPE-Send-Key: ee8e1d0b06de9b9ec1902a7d072497... (length 50)
EAP-Message: EAP-Success

Message-Authenticator: 193cced806c2b1ee0495d6f113728f... (length 16)
User-Name: "anonymous"

Access-Reject message received from the server:

84.50 ms Access-Reject

EAP-Message: EAP-Failure
Message-Authenticator: Ocee804ef878ba6a5729cd398daaea... (length 16)

+  When the expected message is not received from the authentication server in response to an Access-Request message
sent, the message is resent several times:

-20 -



3.01 sec Access-Request

User-Name: "anonymous"

NAS-Port-Type: Wireless-802.11

EAP-Message: EAP-Response Identity

Message-Authenticator: 43e3e13b0789af2d58499ef1f3beec... (length 16)

. If the response timer expires without server response the following indication is shown:

You can stop the authentication using the Stop button or selecting the File>Stop Test menu option.

For SSL based methods (TTLS, PEAP and TLS) a server certificate is sent from the authentication server. This certificate or
certificate chain is displayed bellow the RADIUS attributes of the message:

63.53 ms Access-Challenge

EAP-Message: EAP-Request TTLS
Message-Authenticator: 8c3e544b25b93b9db5407a45e2df10... (length 16)
State: 97d3a20094d7b7938bcc52777db1af... (length 16)

TLS v1.2 Server Hello

Certificatr

| Server Certificate (selfsigned)
-

Subject:  CN=192.168.1.207
O=ermitacode
C=US

Issuer: CN=192.168.1.207

O=ermitacode

C=US

To clear the content of the view click the Clear button or select the File>Clear View menu option.
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Performance Tests

Performance Tests performs automatically repeated Performance Tests with different number of concurrent clients to test server
performance under different traffic loads.

To start an authentication test select Performance Test in the test mode selection popup menu or select the File>Authentication
Test>Performance Test main menu option:

® ¥ B
Authentication server Authentications
0 auth/
IP address: authserver v Port: 1812 o
Secret: eeeeesccsce © =]
Client Authentication failures
Accounting Session o
Method: TTLS B 12) inner:  Pap
User name: test Out ID:  anonymous Authentication time
Password: eeee £ 02 o
Attributes
0.00auth/s
0.00ms
S| — |
L Accepts
Performance Test Clients: 1 :::; c:s
Start > S ©®  Clear

To start the test click the Start button or select the File>Start Test menu option (keyboard shortcut: $R).

When you select the Performance Test mode the Clients popup menu is displayed. This menu allows you to select the number of
concurrent requests sent to the authentication server simulating a number of clients performing authentications simultaneously. This
parameter sets the workload requested to the server and can be modified on the fly during the test.

To stop the test click the Stop button or select the File>Stop Test menu option (keyboard shortcut: 38T).
The right area of the window shows 6 elements of performance measurement:

+  Authentications strip chart. Shows the number of authentications per second successfully completed (terminated with a
received Accept or Reject RADIUS message).

+  Authentication Failures strip chart. Shows the number of authentication per second failed (some response message from
the server timed out).

+  Authentication Time strip chart. Shows the average of the time spent in successfully completed authentications.
+  Average Authentications/second. Shows the current average of all authentications in the test.
«  Average Authentication Time in milliseconds. Shows the current average authentication time in the test.

+  Authentications request results distribution chart. Shows the current fraction of authentications completed with an Accept
message, with a Reject message and unsuccessfully terminated (Failures).

In the following figure a TTLS/PAP performance test is shown:
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®® 0
Authentication server
IP address: ~uihserver Port: | 1812

Client

secounting

Method:  TTLS C(vi2) Inner: PAP

Session

User name: =o' 53] Out ID: | anonymous

Password: -« ©

Attributes

NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: test

+[=]7]

Performance Test ~ C Clients: 20 B

Start X Stop ] | ®  Clear

Authentications

Authentication failures

Authentication time

Accepts
Rejects
Failures

41.39 auth/s
531.48ms

O

9420 requests in 227 seconds

To clear the content of the view click the Clear button or select the File>Clear View menu option.

You can examine the values of the charts right clicking and dragging on them.
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&) Performance Reports

Performance Reports performs automatically several Performance Tests with different number of clients to test server performance
under different traffic loads.

To generate an performance report select Performance Report in the test mode selection popup menu or select the
File>Authentication Test>Performance Report main menu option:

® ¥ B
Authentication server Authentications/sec
IP address: authserver v Port: 1812
Secret: eeeeesccsce © =]

Client

Authentication Accounting Session

Failures/sec

Method: TTLS @12 inner:  Pap
User name: test Out ID:  anonymous
Password: eeee o3
Attributes
Authentication time
+|—| 7

l Performance Report '

Start > Stoy ©®  Clear

Concurrent clients

To start the test click the Start button or select the File>Start Test menu option (keyboard shortcut: $R).
To stop the test click the Stop button or select the File>Stop Test menu option (keyboard shortcut: 38T).

The report automatically test server performance in several workload conditions defined by the number of concurrent requests sent
to the server. The charts show the server behavior when the number of customers (simultaneous requests) increases. The server is
tested with 1, 10, 20, 30, 40 and 50 simultaneous clients during 5 seconds (total time is 30 seconds).

The right area of the window shows 3 elements of performance measurement:

- Authentications/sec chart. Shows the average number of authentications per second successfully completed (terminated
with a received Accept or Reject RADIUS message).

«  Failures/sec chart. Shows the average number of authentications per second failed (some response message from the
server timed out).

+  Authentication Time chart. Shows the average of the time spent in successfully completed authentications.
The X axis of all charts is the number of Concurrent Clients.

In the following figure a TTLS/PAP performance report is shown:
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Authentication server

IP address: {authserver | Port: 1812 |
Secret: [--uuuu ] © =]
Client
Accounting Session |

Method:  TTLS B2 inner: Pap 2]
User name: test n Out ID:  anonymous J
Password: esee Lod

Attributes

NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: test

®® 0 [ =]

+[=17]

Performance Report B

Start > X Stop ©  Clear

Authentications/sec
46.40
7.80 40.80 39.21 38,80
21,
1 10 20 30 40 50
Failures/sec
020
0.00 0.00 0.00 0.00 0.
1 10 20 30 40 50

Authentication time

1 10 20 30 40 50

Concurrent clients

To clear the content of the view click the Clear button or select the File>Clear View menu option.
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&) Accounting Tests

Accounting tests generate individual accounting requests to the authentication server. Protocol messages interchanged with the
authentication server are show in the right view of the EAPTest window.

To perform Accounting Tests select Accounting in the test mode selector or select the File>Test>Accounting main menu option:

® ¥ B

Au.thentication server
IP address: authserver v Port: 1813

Secret: eeescesccse © o

Client

_ Authenticatio Session

Session ID: 11223344 Type: Start

User name: test

Attributes

T

Start > Stop Q®  Clear

To start the test click the Start button or select the File>Start Test menu option (keyboard shortcut: $§R).

To perform an Accounting Test you should specify a Session ID string and an User name and select the Type of the Accounting
request message:

- Start
- Stop
+  Update (Interim)

To stop the accounting process before it has been completed click the Stop button or select the File>Stop Test menu option
(keyboard shortcut: 38T).

During the accounting process the right area of the window displays the RADIUS messages being interchanged and the RADIUS
attributes included in the messages:
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® ¥ B
Authentication server

127.0.0.1 Accounting-Request 127.0.0.1

Acct-Status-Type: Start

IP address: authserver v Port: 1813 Acct-Session-Id: 11223344
User-Name: test
¥ = Acct-Input-Octets: 100
Secret: eescsscsoe © Acct-Output-Octets: 400
Acct-Input-Packets: 20
Client Acct-Output-Packets: 70
el Framed-IP-Address: 192.168.1.44
Authentication Session 3282ms Accounting-Response
Session ID: 11223344 Type: Start

User name: test

Attributes
Acct-Input-Octets: 100
Acct-Output-Octets: 400
Acct-Input-Packets: 20
Acct-Output-Packets: 70
FI=[7T

Start > Stoy ®  Clear

The following messages are shown:

+  Accounting-Request message sent to the server:
Accounting-Request
Acct-Status-Type: Start

Acct-Session-Id: 11223344
User-Name: test
Acct-Input-Octets: 2000
Acct-Input-Packets: 400
Acct-Output-Octets: 4000
Acct-Output-Packets: 100

»  When the accounting response message is not received from the authentication server in response to the Accounting-
Request message sent, the message is resent several times:

Accounting-Request
Acct-Status-Type: Start

Acct-Session-Id: 11223344
User-Name: test
Acct-Input-Octets: 2000
Acct-Input-Packets: 400
Acct-Output-Octets: 4000
Acct-Output-Packets: 100

+  Accounting-Response message received from the server:

Accounting-Response
. If the response timer expires without server response the following indication is shown:

To clear the content of the view click the Clear button or select the File>Clear View menu option.
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&)Session Tests

Accounting tests simulate a complete client session by performing authentication, accounting and listening for dynamic RADIUS
messages sent by the aythenticationserver. Protocol messages interchanged with the authentication server are show in the right
view of the EAPTest window.

To perform Session Tests select Session in the test mode selector or select the File>Test>Session main menu option:

® ¢ ¥ B
Authentication server
IP address: authserver v
Secret: eeeeescsee ©
Client

Authentication Accounting

Session time:  Undefined CoA port: 3799
Send Update every 30 sec

Output increment: 50 packets 20 Kbytes
Input increment: 2 packets 1 Kbyte

Accept Disconnect requests

Accept CoA requests

Start > X Stop ®  Clear

To start the test click the Start button or select the File>Start Test menu option (keyboard shortcut: $R).
To terminate the session simulated click the Stop button or select the File>Stop Test menu option (keyboard shortcut: 3T).

During the session simulation the right area of the window displays the RADIUS messages being interchanged and the RADIUS
attributes included in the messages:

'Y EAP- 0104004 10001... (length 69)
» O ¥ B henticator: 54747 289726a7d0373b6... (length 16)
Authentication server State: 74bcb4b677b8a1361a0e17d550e614... (length 16)
e om: I scame
User-Name: "anonymous"
N ceccccne Pos 8 Aruba-Essid-Name: “test"
Secret: oo (TTY EAP-Message: 0204007015001703010020aa7dd460... (length 112)
State: 74bcb4b677b8a1361a0e17d550e614... (length 16)
Client {{ : 6d65° 1165d21 (length 16)
ien
s039ms © Access-Accept
Authentication Accounting Session User-Name: “test*
MS-MPPE-Recv-Key: 7¢ D270 (length 50)
Session time:  Undefined & CoAport: 70 MS-MPPE-Send-Kez: 89665475851f20d855a240b0fb0032... uengm 50)
F 2 EAP-Message: 03040004
g Message-Authenticator: 01fac740a038670d45080f4233fceS... (length 16)
Send Update every 30 sec -
s +4 - 31.21ms Accounting-Request
Output increment: 50 packets 20 Kbytes Acct-Status-Type: Start
Acct-Session-Id: 11223344-0005
. User-Name: test
Input increment: 2 packets 1 Kbyte Acct-Input-Octets: 0
Acct-Output-Octets: 0
Accept Disconnect requests [ Acct-Input-Packets: 0
P a Acct-Output-Packets: 0
A t CoA t Framed-IP-Address: 192.168.1.44
ccept CoA requests
- 33.07ms Accounting-Response
Session
6.06 sec CoA-Request
User-Name: test
Class: 22
Reply-Message: testing
S Stop T — - —
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A session test is composed of the following phases:

Authentication. The client authentication parameters (method, credential and attributes) are defined in the Authentication
test mode fields. Interchanged messages are displayed as shown in the Authentication Protocol Test section.

Accounting. If the Authentication phase is terminated with an Accept message from the authentication server, an
Accounting Start message is sent to the server. The client accounting parameters (session ID and attributes) are defined
int the Accounting test mode fields. Interchanged messages are displayed as shown in the Accounting Test section.

Session. The duration of the Session phase is specified using the Session time popup menu. The following values are
available:

Undefined. The session is maintained until the test is terminated clicking the Stop button or selecting the File>Start
Test menu option (keyboard shortcut: 3€R).

1 second. The session is held for 1 second.

5 seconds. The session is held for 5 seconds.
10 seconds. The session is held for 10 seconds.
30 seconds. The session is held for 30 seconds.

During the session, Accounting Update messages can be periodically sent to he authentication server in function to the
value selected in the Updates popup menu:

No updates. This value disables sending Accounting Update messages.
Send Update every 5 sec.

Send Update every 10 sec.

Send Update every 20 sec.

Send Update every 30 sec.

Send Update every 60 sec.

The Output increment and Input incrementpackets and bytes popups define the increment in the values of the traffic
counters (Acct-Output-Packets, Acct-Output-Octets, Acct-Input-Packets and Acct-Input-Octets attributes) sent in
each Accounting Update.

During the session, dynamic RADIUS Disconnect and Change of Authorization (CoA) messages can be received from the
authentication server. The client port to listen for dynamic RADIUS messages can be configured in the CoA port field.

The behavior for received Disconnect-Request messages is defined by the Disconnect Action popup menu:

Accept Disconnect requests. The received message is acknowledged (a Disconnect-Ack message is sent to the
server) and the session is ended (the Session end phase is entered).

Reject Disconnect requests. The received message is rejected (a Disconnect-Nak message is sent to the server).
Ignore Disconnect requests. The received message is ignored.
The behavior for received CoA-Request messages is defined by the CoA Action popup menu:
Accept CoA requests. The received message is acknowledged (a CoA-Ack message is sent to the server).
Reject CoA requests. The received message is rejected (a CoA-Nak message is sent to the server).
Ignore CoA requests. The received message is ignored.

The Accounting Updates period, the Output/Input increments and the Disconnect and CoA actions can be modified
during the session.

Session end. Session ending is performed sending an Accounting Stop to the authentication server. Interchanged
messages are displayed as shown in the Accounting Test section.

In the Session phase the following messages are shown:

Session phase indicator:
Session

Disconnect-Request received from the server:

Disconnect-Request

User-Name: test
Reply-Message: disconnected

Disconnect-Ack message sent to the server:
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+  Disconnect-Nak message sent to the server:
Disconnect-Nak
+  CoA-Request received from the server:

CoA-Request

User-Name: test
Class: 22
Reply-Message: testing

+  CoA-Ack message sent to the server:

+  CoA-Nak message sent to the server:

To clear the content of the view click the Clear button or select the File>Clear View menu option.
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&) Using Profiles

Profiles allow you to save different configurations of test parameters for later retrieval. Test parameters including the attributes and
the digital Identity used int TLS authentication can be saved to a profile for later retrieval. You can load a specific profile when
needed.

To save current test configuration to a profile click the B button located at the top of the window or select the File>Save Profile...
menu option (keyboard shortcut: 3§S).

To load a profile click the # button located at the top of the window or select the File>Load Profile... menu option (keyboard
shortcut: 38L).

Load profile ~\ ( Save profile
¥ B

Authentication server

Profiles can be exported and imported.
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&) Saving Profiles

To save the current test parameters to a profile click the B button or select the File>Save Profile... menu option (keyboard
shortcut: 38S).

@0 e

Authentication server Profiles

IP address: @therver

Client
Authentication Accou
. FFEE
Method: TTLS <
[ il Cancel Save
User name: test _V] e
Password: eeee Ko}

Attributes

NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: ssid1

FI=Z]

Protocol Test <

Start > X Stop ®  Clear

In the displayed dialog click the | ™ button to create a new profile:

(CN HC)
Authentication server | Profiles
IP address: authserver
Client 1
Authentication Accou pr]oﬁlﬂ [
+|—|a|th
Method: TTLS <
User name:  test _"J el
Password: eeee Koy
Attributes
NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: ssid1
+[=17]
Protocol Test <
Start > X Stop ©  Clear

Enter the profile name and click Save.
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@& )Loading Profiles

To load a profile click the W button or select the FilesLoad Profile... menu option (keyboard shortcut: 3L).

® ¢
Authentication server Profiles
IP address: authserver 1 profile 1
] profile 2
Secret: eeecccccoe :I profile 3
profile 4
Client
Authentication Accou
+|(— ||t
Method:  TTLS )
User name: test v Cancel
Password: eeee jB |
Attributes
NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: ssid1
=171
Protocol Test C
Start > X Stop ©  Clear

Select a profile and click Load.
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&) Deleting Profiles

Yo can delete previously saved clicking the # button or selecting the File>Load Profile... menu option (keyboard shortcut: 3L).

Authentication server Profiles
IP address: authserver ] profile 1
profile 2
Secret: eeecccccoe ] profile 3
profile 4
Client
Authentication ~ Accou
R (& IE)
Method:  TTLS T
User name: test v Cancel
Password: eses j’G |
Attributes
NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: ssid1
F=P7]
Protocol Test C
Start > X Stop ©  Clear

Select the profile name to delete and click the |~ button.
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&) Exporting Profiles

Yo can export a previously saved profile clicking the # button or selecting the File>Load Profile... menu option (keyboard
shortcut: 36L).

@ ¢
Authentication server Profiles
IP address: authserver | profile
Secret: eeecccccoe J profile 3
profile 4
Client
Authentication  Accou -
' ] =)
Method:  TTLS <) A~ 4
User name: test v Ll
Password: eeee 7’6 T
Attributes
NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: ssid1
=]
Protocol Test C
Start > X Stop ©  Clear

Select the profile name to export and click the E button to select the file name to export the profile.
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@) Importing Profiles

Yo can export a previously saved profile clicking the # button or selecting the File>Load Profile... menu option (keyboard
shortcut: $8L).

(N W)
Authentication server | Profiles
IP address: authserver profile 1
— profile 2
Secret: eeecccccoe profile 3
profile 4
Client
1
~ Authentication Accou
RERERE (12D ¥
Method:  TTLS <
User name: test l] Ll Load
Password: eeee Ko3 |
Attributes
NAS-Port-Type: Wireless-802.11
Aruba-Essid-Name: ssid1
[FI=171 |
Protocol Test C
Start > X Stop ©  Clear

Click the @ button to select the file containing the profile to import.
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&)Saving to an Image File

If you need to include a test result in a document, you can save the results view (the RADIUS messages interchanged during an
authentication in Authentication Test mode, or the performance information in Performance Test and Report modes) to an Image
File and then import it into your document. To save the view to an Image File click the File>Save Image... menu option.

86948ced?... (length 16)

T — i LS v1.2 Server Hello
Authentication server Save As: ‘ Untitled.png j
| signed)
IP address: authserver v Tags:
~
Secret: eeececccee © Where: Desktop
Client E
Image Format: = PNG Access-Request
Authentication Accounting
|
o Cl(vn2) LS
Method: | TTLS = 86948ced?... (length 16)
Cancel 148b12e85b15678f0beff5116... (length 16)
User name: test v (o I . =
= e 76.24ms Access-Challenge
Password: eeee © EAP-Message: EAP-Request TTLS
Message-Authenticator: d5fb98345b13b59c9e8dca75a4ce18... (length 16)
7 State: d7... (length 16)
Attributes @ TLS v1.2 Established
NAS-Port-Type: Wireless-802.11 76.57 ms Access-Request
User-Name: "anonymous"
NAS-Port-Type: Wireless-802.11
EAP-Message: EAP-Response TTLS
State: d7... (length 16)
[ i Message-Authenticator: c906fb233fcal2dfce88f07b1d9246... (length 16)
|
sassms © Access-Accept
Protocol Test c MS-MPPE-Recv-Key: 8362e30e52d8a69ac1fe644f136cd3... (length 50)

MS-MPPE-Send-Key: 8e130aa83fb56d43d8c63073f713e1... (length 50)
EAP-Message: EAP-Success
Message-Authenticator: 3fdd0718987617f689192060ba0c2b... (length 16)

Start > X Stop Q Clear User-Name: "anonymous"

Available Image Formats are JPEG, JPEG-2000, PNG, GIF and TIFF.
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&) Printing

To print the results view (the RADIUS messages interchanged during an authentication in Authentication Test mode, or the
performance information in Performance Test and Report modes) click the File>Print... menu option.

@& d7... (length 16)
SN X server Hello
Authentication server Printer:  Brother MFC-J4620DW
IP address: authserver Presets: Default Settings
Secret: eeeeccccce Copies: Black & White  Two-Sided
Client Pages:
-Request
Authentication Accour
Method: TTLS < d7... (length 16)
5b15678f0beff5116... (length 16)
User name: test |
Password: eeee
59c9e8dca75a4ce18... (length 16)
R d7... (length 16)
Attributes ! Established
NAS-Port-Type: Wireless-802.11 -Request
d7... (length 16)
- | dfce88f07b1d9246... (length 16)
17 —
ac1fe644f136¢d3... (length 50)
Protocol Tes 3d8c63073713e1... (length 50)
1f689192060ba0c2b... (length 16)
10f1

2 PDF g  Show Details Cancel —

Select the printer and press the Print button or use the PDF menu to save a PDF copy to the disk.
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&) Managing Dictionaries

To manage the RADIUS attributes database use the File>sManage Dictionaries... menu option or click the & button in the Server
parameters area:

Manage Dictionaries

Dictionaries
dictionary.rfc2865
dictionary.rfc2866
dictionary.rfc2868
dictionary.rfc3162
dictionary.rfc3576
dictionary.microsoft
dictionary.cisco
dictionary.aruba

Vendors:

Atributes:

Values:

Close

The window shows the the left list all the dictionaries actually contained in the database. When a dictionary item is selected in the
list, information about the dictionary is shown in the right part of the window: the Vendors for which some attributes or values are
defined in the dictionary and the number of Attributes and Values defined in the dictionary.

Using the buttons bellow the Dictionaries list you can:
[+ Import Dictionary Files
|~ Remove Dictionaries

A Reset the Dictionary Database
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Importing Dictionaries
To import a dictionary file to the RADIUS attributes database click the "+ putton in the Manage Dictionaries window.

Select the dictionary file in the displayed file dialog and press the Open button.
The new imported dictionary will be shown in the Dictionaries list in the Manage Dictionaries windows.
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&) Removing Dictionaries

To remove a dictionary from the RADIUS attributes database select it in the Dictionaries list and click the = button in the Manage
Dictionaries window.

Manage Dictionaries

|

Dic Delete dictionary dictionary.microsoft?
. Dicti y will be from the dicti y
d!c “ database.
dic —_—
gi
o Cance
dic = T
dictionary.microsoft

dictionary.cisco
dictionary.aruba

Atributes: 58
Values: 39

+[-|@

Close

Press the Delete button in the displayed alert.
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&) Resetting the Database

To reset the RADIUS attributes database to the default dictionaries click the Wbutton in the Manage Dictionaries window.

Manage Dictionaries

J Restore Database to default dictionaries?

Dic
dic A Dictionary D: will be d to factory default
3 A dictionaries.
dic S
dic
o Cancel
dic

y
dictionary.microsoft
dictionary.cisco
dictionary.aruba

Atributes:

Values:

Close

Press the Restore button in the displayed alert dialog.

The stablished default dictionaries are:

- RFC2865
- RFC2866
- RFC2868
-+ RFC3162
- RFC3576
. Microsoft
- Cisco

*  Aruba
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